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EPA Water Sector Cybersecurity Overview 
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• Cole Dutton, Cybersecurity Specialist 

• EPA’s Office of Water – Water Infrastructure 
and Cyber Resilience Division

• M.S – Computer Science, Information Security 
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Overview of Cybersecurity Threats to Water and 
Wastewater Systems 



Office of Water

Cyber Threats to Water and Wastewater Systems
• Disabling or contaminating the 

drinking water to consumers and 
other essential facilities 

• Ransomware and other malicious 
malware which can disable 
business enterprise and/or process 
control operations 

• Unauthorized exposure of 
customer and employee personal 
identifiable information (PII) 
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Information Technology vs Operational Technology

Information Technology (IT)
•  Manages data and information used to support business 

operations (billing, payroll, etc.) 

Operational Technology (OT)
• Hardware and software that detects or causes a change 

through the direct monitoring or control of physical 
devices, processes, and events in the enterprise
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Figure 1 SCADA Figure 2 HMI

Figure 3 PLC Figure 4 RTU
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https://www.cisa.gov/sites/default/files/publications/layering-
network-security-segmentation_infographic_508_0.pdf
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California Water Treatment Facility 

• Employee resigned in January 2021, used remote access 
software to enter the water facility’s systems

• The employee successfully uninstalled software that protected 
the entire water treatment system including water pressure, 
filtration, and chemical levels
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Source: https://www.securityweek.com/former-contractor-employee-
charged-for-hacking-california-water-treatment-facility/
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Kansas Drinking Water Utility 
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• Former employee’s remote login 
credentials were not revoked 
when they departed the utility

• The former employee used the 
unrevoked login credentials to 
shut down the plant, along with 
one of its treatment filters 

Source: https://www.ksnt.com/news/local-news/kansas-hacker-pleads-guilty-
to-shutting-down-drinking-water-plant-with-phone/
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Maine Rural Wastewater Utility  
• Attackers compromised an 

obsolete Windows 7 computer 
that was used as a control 
computer for the treatment 
system

• All files on the computer were 
encrypted and important safety 
alarms were taken offline 

• The treatment system had to be 
operated in manual mode until 
the control computer was 
replaced
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Source: https://www.wagmtv.com/2021/08/16/rural-sewage-plants-hit-by-
ransomware-attacks-limestone/
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Cybersecurity Program Case Study of a Small Wastewater 
System 
Overview
All mechanical operations became automated when a new 
wastewater treatment plant came online in 2017. The plant 
operator had to balance the welcomed convenience of 
automation and productivity with the new cybersecurity risks 
introduced

Action Taken
The utility developed a cybersecurity policy document to ensure 
that vulnerabilities were considered, and cybersecurity risks 
mitigated
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Topics Covered in the Utility’s Cybersecurity Policy Document 

Account Security Device Security Data Security 

• Separate standard user and 
privileged accounts 

• Password length requirements 

• Secure remote access policy 

• OT and IT network asset 
inventory

• Log collection and monitoring 
frequency for intrusion 
detection

10/25/2024 12

Vulnerability Management Response and Recovery Other

• OT asset connections to the 
public internet 

• Cybersecurity incident reporting 
• Cybersecurity Incident Response 

Plan for incidents such as 
disabled process control systems

• System backups 

• Segmentation of OT and IT 
networks 
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EPA Cybersecurity Resources for Water and Wastewater 
Utilities 
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Free EPA Cybersecurity Assessment Resources

Self-Assessment Third-Party Assessment

Checklist and Water 
Cybersecurity Assessment Tool 

(WCAT)

Water Sector Cybersecurity 
Evaluation Program
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Water Cybersecurity Assessment Tool (WCAT)
• Utilizes EPA’s Cybersecurity 

Checklist and provides a 
method to evaluate 
cybersecurity practices at 
water and wastewater 
utilities 

• The Tool Includes: 
• Assessment Workbook 
• Assessment Report
• Risk Mitigation Plan
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WCAT Assessment Workbook
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Overview of EPA’s Cybersecurity Checklist 
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Cybersecurity Control Family # of Questions/Goals 

1. Account Security 7

2. Device Security 5

3. Data Security 4

4. Governance and Training 5

5. Vulnerability Management 3

6. Supply Chain/Third Party 2

7. Response and Recovery 4

8. Other 3

Total: 33
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Questions from the WCAT 

• 1.2 Does the w/ws change default passwords? 

• 2.3 Does the w/ws maintain an updated inventory of all OT 
and IT network assets? 

• 3.1 Does the w/ws collect security logs (e.g., system and 
network access, malware detection) to use in both incident 
detection and investigation?
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Questions from the WCAT 

• 4.3 Does the w/ws provide at least annual training for all 
utility personnel that covers basic cybersecurity concepts?

•  5.1 Does the w/ws patch or otherwise mitigate known 
vulnerabilities within the recommended timeframe? 

• 6.2/6.3 Does the w/ws require that all OT and IT vendors 
and service providers notify the utility of any security 
incidents or vulnerabilities in a risk-informed timeframe? 
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Questions from the WCAT 

• 7.2 Does the w/ws have a written cybersecurity Incident 
Response (IR) Plan for critical threat scenarios which is 
regularly practiced and updated? 

• 8.1 Does the w/ws segment OT and IT networks and deny 
connections to the OT network by default unless explicitly 
allowed?
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WCAT Assessment Report Tab 
• Provides a summary of results from the 

completed Cybersecurity Assessment

• This assessment report is intended to be 
placed in a Word Document and provided 
to the utility. To do this, highlight the cells 
on this tab, copy, and paste in a blank Word 
Document
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WCAT Cybersecurity Risk Mitigation Plan Template 
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EPA Water Sector Cybersecurity Evaluation Program
• This program will conduct 

cybersecurity assessments for water 
and wastewater utilities. 

• Uses the EPA Checklist. 
• Utilities will receive a report with 

response to the checklist questions 
that shows cybersecurity gaps.

• Link: 
https://www.epa.gov/waterriskasses
sment/forms/epas-water-sector-
cybersecurity-evaluation-program 
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https://www.epa.gov/waterriskassessment/forms/epas-water-sector-cybersecurity-evaluation-program
https://www.epa.gov/waterriskassessment/forms/epas-water-sector-cybersecurity-evaluation-program
https://www.epa.gov/waterriskassessment/forms/epas-water-sector-cybersecurity-evaluation-program
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Cybersecurity Technical Assistance Program for the Water 
Sector 
• Under this program, states and PWSs can 

submit questions or request to consult with 
a subject matter expert (SME) regarding 
cybersecurity. 

• EPA will strive to have an SME respond 
within two business days. 

• All assistance will be remote.
• Link: 

https://www.epa.gov/waterriskassessment
/forms/cybersecurity-technical-assistance-
water-utilities  

10/25/2024 24

https://www.epa.gov/waterriskassessment/forms/cybersecurity-technical-assistance-water-utilities
https://www.epa.gov/waterriskassessment/forms/cybersecurity-technical-assistance-water-utilities
https://www.epa.gov/waterriskassessment/forms/cybersecurity-technical-assistance-water-utilities
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EPA Cybersecurity Checklist Fact Sheets
• Fact Sheets are available for each 

question on the EPA Checklist and 
include:

•  Recommendations 

•  Overview of why the control is important 

•  Additional Guidance 

•  Implementation Tips 

•  Additional Resources 

•  Estimate for Cost, Impact, and Complexity 
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Cybersecurity 101 Webinar for Water Systems
This webinar reviews basic 
cybersecurity topics including:
• Account security
• Device security
• Data security
• Training, and more. 
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Link: https://www.youtube.com/watch?v=e2QDbgrojb0

https://www.youtube.com/watch?v=e2QDbgrojb0
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EPA Tabletop Exercise Tool for Utilities 
• You can download the TTX tool here:
https://www.epa.gov/waterresiliencetrai
ning/develop-and-conduct-water-
resilience-tabletop-exercise-water-utilities

If you are interested in having a TTX in 
your state, please contact us at 
watercyberta@epa.gov
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https://www.epa.gov/waterresiliencetraining/develop-and-conduct-water-resilience-tabletop-exercise-water-utilities
https://www.epa.gov/waterresiliencetraining/develop-and-conduct-water-resilience-tabletop-exercise-water-utilities
https://www.epa.gov/waterresiliencetraining/develop-and-conduct-water-resilience-tabletop-exercise-water-utilities
mailto:watercyberta@epa.gov
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Funding
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Drinking Water State Revolving Fund
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• Projects can include cybersecurity items such as:
• Sensors
• SCADA upgrade
• Cyber assessments
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Drinking Water System Infrastructure Resilience 
and Sustainability Program
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• Purpose: Infrastructure funding to underserved and small 
(less than 10,000) or disadvantaged PWSs for the purpose of 
protecting water sources from natural hazards

• Funding amount: $19,000,000

• Eligibility: PWSs in an area governed by an Indian Tribe, or 
States on behalf of communities, which are underserved and 
small or disadvantaged.

• Application period: Open Now 
• Drinking Water Infrastructure Resilience and Sustainability Grant Information (epa.gov)

https://www.epa.gov/system/files/documents/2022-05/Drinking%20Water%20Infrastructure%20Resilience%20and%20Sustainability%20Grant%20Information.pdf
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Midsize & Large Drinking Water System 
Infrastructure Resilience & Sustainability Program
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• Purpose: Protecting drinking water sources from natural 
hazards, extreme weather events, and cybersecurity 
threats

• Funding amount: ~$5,000,000 + 

• Eligibility: Public water systems serving more than 
10,000 people

• Application period: Open for applications in 2024
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Link to our Website
https://www.epa.gov/waterriskassessment/epa-
cybersecurity-best-practices-water-sector 
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https://www.epa.gov/waterriskassessment/epa-cybersecurity-best-practices-water-sector
https://www.epa.gov/waterriskassessment/epa-cybersecurity-best-practices-water-sector
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