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About Me

* Cole Dutton, Cybersecurity Specialist

 EPA’s Office of Water — Water Infrastructure
and Cyber Resilience Division

* M.S — Computer Science, Information Security
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Overview of Cybersecurity Threats to Water and
Wastewater Systems
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Cyber Threats to Water and Wastewater Systems

* Disabling or contaminating the
drinking water to consumers and
other essential facilities

 Ransomware and other malicious
malware which can disable
business enterprise and/or process
control operations

* Unauthorized exposure of
customer and employee personal
identifiable information HDII)
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Information Technology vs Operational Technology

Information Technology (IT)

e Manages data and information used to support business
operations (billing, payroll, etc.)

Operational Technology (OT)

e Hardware and software that detects or causes a change
through the direct monitoring or control of physical
devices, processes, and events in the enterprise
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FIGURE 1: UNSEGMENTED IT AND OT NETWORK FIGURE 2: A SEGMENTED PURDUE ENTERPRISE REFERENCE

ARCHITECTURE (PERA) NETWORK ARCHITECTURE

3 <din — P
(=) & (=) D
e ‘\1?1. aNFr

INTERMET INTERNET
= . E
=
L) 0 ]
FIREWALL

-el Only one level

f security

T3 b

FIREWALL h:lwl:rf! | m
the z?:‘::n DME WEB SERVERS/
system a EMAIL SERVERS
the intemet.

/BUSINES Multiple levels of
M/BUSINESS ultiple levels o

E =, |} security betwesn
NETWORK = [EI networks increases
—— the difficulty
DMz T/ BUSINESS to ALCess the
NETWORK control system.

OT NETWORK

FIREWALL

EHIND £ MWD

HMI FIELD CONTROLLERS

UNSEGMENTED IT AND OT NETWORKS INCREASE RISK®:

= OT networks are exposed to vulnerabilities in connected [T networks.

= Easier for threat actors to move laterally after breaching the IT network. = Malicious traffic is easier to detect, prevent, and contain.

* Detecting threat actors is more difficult due to increased volume of + Threat actors must negotiate multiple firewalls and other protocols
network traffic. to access the OT environment.

BENEFITS OF SEGMENTING BETWEEN IT AND OT NETWORKS:
« Segmented zones isolate and protect high-value assets and data.

Environmental Protection . ) ) )
Agency network-security-segmentation_infographic_508_0.pdf
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California Water Treatment Facility

CYBERCRIME

Former Contractor Employee Charged for Hacking
California Water Treatment Facility

Former contractor employee charged with hacking for accessing the systems of a water treatment facility in California to delete critical software.

* Employee resigned in January 2021, used remote access
software to enter the water facility’s systems

* The employee successfully uninstalled software that protected
the entire water treatment system including water pressure,
filtration, and chemical levels

e United States Office of Water
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Kansas Drinking Water Utility

* Former employee’s remote login LOCAL NEWS
credentials were not revoked Kansas hacker pleads guilty
when they departed the utility to shutting down drinking

water plant with phone

by: Mark Fenerborn
Posted: Oct 21, 2021 / 06:03 PM CDT
Updated: Oct 21, 2021 / 06:03 PM CDT

* The former employee used the
unrevoked login credentials to ‘ ———— —
. “There s no doubt that Travnichek’s intentional actions directly placed the public in
S h Ut d own t h e p I d nt} d I o ng Wi t h harm’s way. The plea should send a clear message to anyone who attempts to tamper
one of its treatment filters vith pulic fcies

- CHARLES DAYOUB, FBI SPECIAL AGENT

3 EPA Er?\:ft'lfgn?‘:litr‘letiﬂ Protection Source: https://www.ksnt.com/news/local-news/kansas-hacker-pleads-guilty- Office of Water
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Maine Rural Wastewater Utility

e Attackers compromised an

. Rural sewage plants hit by ransomware attacks in
obsolete Windows 7 computer i ssron s

that was used as a contro
computer for the treatment

system NN Py ¥
Ay W b
* All files on the computer were RANSUMWARE
encrypted and important safety
alarms were taken offline " // SN

\.

* The treatment system had to be
operated in manual mode until
the control computer was
replaced

F e United States : . : : Rt Office of Water
I PAErW'Irnr'lmental Protection Source: https.//www.wagmtv.com/ZOZ1/08/16/ruraI sewage-plants-hit-by

ransomware-attacks-limestone/
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Cybersecurity Program Case Study of a Small Wastewater
System

Overview

All mechanical operations became automated when a new
wastewater treatment plant came online in 2017. Thefplant
operator had to balance the welcomed convenience o
automation and productivity with the new cybersecurity risks
introduced

Action Taken

The utility developed a cybersecurity policy document to ensure
that vulnerabilities were considered, and cybersecurity risks
mitigated
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Topics Covered in the Utility’s Cybersecurity Policy Document

Account Security Device Security Data Security

e Separate standard user and e OTand IT network asset * Log collection and monitoring
privileged accounts inventory frequency for intrusion
detection

* Password length requirements

* Secure remote access policy

Vulnerability Management Response and Recovery “

e QT asset connections to the e Cybersecurity incident reporting ¢ Segmentation of OT and IT
public internet * Cybersecurity Incident Response networks
Plan for incidents such as
disabled process control systems
e System backups
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EPA Cybersecurity Resources for Water and Wastewater
Utilities
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Free EPA Cybersecurity Assessment Resources

Self-Assessment Third-Party Assessment
Checklist and Water Water Sector Cybersecurity
Cybersecurity Assessment Tool Evaluation Program
(WCAT)
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Water Cybersecurity Assessment Tool (WCAT)

° Uti I izes E PA’S Cybe rsecu rity EPA Water Cybersecurity Assessment Tool (WCAT) \"'A’Em
C h e c kI i St a n d p rovi d e S a Please read the following instructions in their entirety prior to completing the assessment.

How to Use This Tool

m et h 0 d to eva I u a te 1) Open the ‘Assessment Workbook' tab. For security reasons, the information fields at the top of the page may be completed so as to

avoid identifying the utility: Utility ID - create a unigue identifier; Public Water System (PWS) staff - include initials for all staff
participating in the assessment; Assessment Date - self explanatory; Assessor Name - identify a lead individual from an outside agency

° °
cy b e rs e c u r I ty p ra ct I Ce S at (for 3rd party assessments) or the utility (for self-assessments) who is filling out the questionnaire. Complete the questionnaire by
selecting from the available dropdown options for each guestion ("Yes", "Mo", or "In Progress"). Be sure to document explanatory
t d t t notes in the "Explanation of Response” column for each response.
Note: If the answer to an assessment question is unknown, please select "No" as the response. The assessment can be
u t i I it i e S updated later once an appropriate response is known.
2) Upon completion of the assessment, and before you move to the 'Assessment Report' tab, you must refresh the data in the tool to
auto-complete the "Assessment Report' and 'Risk Mitigation Plan' tabs. To do this, select "Data" from the ribbon at the top of the

PY Th e TOO I I n CI u d es ° screen in Excel and click "Refresh All". Alternatively, you may press Alt+A+R.
.

3) Now open the 'Assessment Report' tab and export/paste the Cybersecurity Assessment Report into Word. To do this, press Ctrl+A
twice and then Ctrl+C. Open a blank Word document and press Ctrl+V to export/paste the report into the document. The Cybersecurity
° A ment Workbook
Ssess e n O r OO Assessment Report displays all checklist questions regardless of response. You may edit the report as needed. The report content is
displayed in one Word table.
* Assessment Report
4) Mow open the 'Risk Mitigation Plan' tab and export/paste the Cybersecurity Risk Mitigation Plan to Word. To do this, press Ctrl+A twice
. . . . and then Ctrl+C. Open to a blank Word document and press Ctrl+V to export/paste into the document. The Cybersecurity Risk
[ ] R k M t t P I Mitigation Plan will only display checklist items answered "Mao" or "In Progress" during the assessment. You may edit the plan as
IS ITIgation Flan

needed, as questions answered "yes" will create blank rows at the end of the plan. The plan content is displayed in one Word table.
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WCAT Assessment Workbook

EPA Cybersecurity Checklist

Utility ID:
W/WS Staff (Initials Only):
Assessment Date:

<>EPA

Assessor:
Topic Topic CizisE Question Response Recommendation Explanation of Response
Number Number
Does the W,/wW5s detect and block repeated unsuccessful login Where technically feasible, System Administrators should be
attempts? notified after a specific number of consecutive, unsuccessful login
attemptis in a short amount af time. At that point, future login
11 attempts by the suspicious account should be blocked fora
specified time or until re-enabled by an Administrator.
Does the W,/W5S change default passwords? When feasible, change oll defoult manufocturer or vendor
1.2 passwords before equipment or software is put into service.
Does the W,/ WS require multi-factor authentication (MFA) wherever Deploy MFA as widely as possible for both information
1.3 possible, but &t @ minimum to remotely access W /W5 Operational technology (IT) and operational technology (OT) networks. At a
Technology (OT) networks? minimum, MFA should be deployed for remote access to the OT
= nebwaork.
E Does the W/WS require a minimum length for passwords? Where feasible, implement a minimum length requirement for
: passwords. Implementation can be throvugh o policy or
= 1.0 1.4 administrative controls set in the systerm.
3
; Does the W,/WS separate user and privileged (e.g., System Restrict System Administrator privileges to separate user accounts
Administrator) accounts? for administrative actions only and evaluate odministrative
1.5 privileges on a recurring basis to be sure they are still needed by
the individuals who have these privileges.
Does the W/WS require unique and separate credentials for users to Require g single user to have bwo different usemames and
access OT and IT networks? passwords; one set is to be used to access the IT nebwork, and the
1.6 other set is to be used to access the OT network. This reduces the
risk of an aottacker being able to mowve between both networks
using a single login.
Does the W/WS immediately disable access to an account or Take all steps necessary to terminate access to accounts or
1.7 network when access is no longer required due to retirement, change networks upon a change in an individual's status making access
of role, termination, or other factors? UNNECessan’.
Does the W,/WS require approval before new software is installed or Only allow Administrators to install new software on a W/ WS-
2.1 denlavad? izsed osoef
Introduction Assessment Workbook Assessment Report Risk Mitigation Plan @ (4]

o 1 United States
- E AEnvirnnmental Protection
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Overview of EPA’s Cybersecurity Checklist

Cybersecurity Control Family # of Questions/Goals

1. Account Security 7
2. Device Security 5
3. Data Security 4
4. Governance and Training 5
5. Vulnerability Management 3
6. Supply Chain/Third Party 2
7. Response and Recovery 4
8. Other 3

Total: 33
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Questions from the WCAT

* 1.2 Does the w/ws change default passwords?

* 2.3 Does the w/ws maintain an updated inventory of all OT
and IT network assets?

* 3.1 Does the w/ws collect security logs (e.g., system and
network access, malware detection) to use in both incident
detection and investigation?
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Questions from the WCAT

* 4.3 Does the w/ws provide at least annual training for all
utility personnel that covers basic cybersecurity concepts?

* 5.1 Does the w/ws patch or otherwise mitigate known
vulnerabilities within the recommended timeframe?

*6.2/6.3 Does the w/ws require that all OT and IT vendors
and service providers notify the utility of any security
incidents or vulnerabilities in a risk-informed timeframe?
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Questions from the WCAT

» 7.2 Does the w/ws have a written cybersecurity Incident
Response (IR) Plan for critical threat scenarios which is
regularly practiced and updated?

* 8.1 Does the w/ws segment OT and IT networks and deny
connections to the OT network by default unless explicitly
allowed?

e United States Office of Water
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WCAT Assessment Report Tab

* Provides a summary of results from the
completed Cybersecurity Assessment

* This assessment report is intended to be
placed in a Word Document and provided
to the utility. To do this, highlight the cells
on this tab, copy, and paste in a blank Word
Document

Account Security

Checklist

Mumber Questio n Response Explanation of Response

Does the PWS detect and bleck
repeated unsuccessful login

1.1 attempts? Yes
**Does the PWS change default
passwaords?

1.2 Yes
**Does the PWS require multi-
factor authentication (MFA)

1.3 wherever possible, but at a n Progress

minimum to remotely access
PWS Operational Technology
[OT) networks?

1.4

**Does the PWS require a
minimum length for
passwaoards?

1.5

Does the PWS separate user
and privileged (e.g., System
Administrator) accoun ts?

1.6

Does the PWS require unigue
and separate credentials for
users to access OT and IT
networks?

1.7

**Does the PWS immediately
disabkle access te an account or
netwerk when access is no
longer required due to
retirement, change of role,
termination, or other factors?

Office of Water
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WCAT Cybersecurity Risk Mitigation Plan Template

<EPA

Question:

Does the W/WS require a minimum length for
passwords?

Planned Risk Mitigation Action:

Where feasible, implement @ minimum length
requirement for passwords. Implementation can be
through a policy or administrative controls set in the
system.

1.4

Current Status:

Mot Started

Target Completion Date:

January 1st, 2024

Account Security

W/WS Personnel Responsible:

Joe Smith and Kate Ward

Involved Departments and/or Agencies:

System Administrator

W/WS Notes:

We will be working internally to get a procedure in place
to implement this control.

United States

Environmental Protection

Agency

Office of Water




EPA Water Sector Cybersecurity Evaluation Program

* This program will conduct
cybersecurity assessments for water
and wastewater utilities.

* Uses the EPA Checklist.

* Utilities will receive a report with
response to the checklist questions
that shows cybersecurity gaps.

* Link:
https://www.epa.gov/waterriskasses

sment/forms/epas-water-sector-
cybersecurity-evaluation-program

EPA’s Water Sector Cybersecurity Evaluation
Program

Please share your information to receive more information about EPA's Water Sector Cybersecurity Evaluation Program.

Primary Contact Name *

Secondary Contact Name

Primary Contact Email Address *

Secondary Contact Email Address

Primary Contact Phone Number *

Secondary Contact Phone Number

Email addresses for all additional contacts to be included in
communications (if applicable)

Office of Water
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https://www.epa.gov/waterriskassessment/forms/epas-water-sector-cybersecurity-evaluation-program
https://www.epa.gov/waterriskassessment/forms/epas-water-sector-cybersecurity-evaluation-program
https://www.epa.gov/waterriskassessment/forms/epas-water-sector-cybersecurity-evaluation-program

Cybersecurity Technical Assistance Program for the Water

Sector
Water Utility Risk Assessment CONTACT US
¢ Under thlS program, states and PWSs can Cybersecurity Technical Assistance Program for
submit questions or request to consult with the Water Sector
a subject matter expert (SME) regarding crcin: |
cybersecurity. s ‘
* EPA will strive to have an SME respond prs— |
within two business days. sttt s ‘
* All assistance willberemote. @ |
* Link: |
https://www.epa.gov/waterriskassessment S

/forms/cybersecurity-technical-assistance-
water-utilities
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EPA Cybersecurity Checklist Fact Sheets

Account Security: Detection of Unsuccessful (Automated) Login Attempts

* Fact Sheets are available for each e e e
question on the EPA Checklist and S SO T —

Recommendation: Where technically feasible, system administrators should be notified
after a specific number of consecutive, unsuccessful login attempts in a short amount of

[
° time. At that point. future login attempts by the suspicious acclount should be blocked for a
I n C u e [ ] specified time or until re-enabled by an administrator.

Why is this control important?

- A common technigue that attackers use to break into OT and IT systems is to attempt to

o R d t “guess” an actual username and password login combination. This can be accomplished by
e Co m m e n a I o n S manually guessing an account’s password, using a list of common passwords, or through a

technique called a brute force attack. In this type of attack. an attacker uses a trial-and-

error approach to systematically guess login credentials. The attacker submits

combinations of usernames and passwords, generally using an automated password-
breaking tool, until the guess is correct. Blocking an attacker from future guesses after a

PY Ove rview of why the co nt rol is im po rta nt specified number of incorrect guesses can stop these types of attacks.

Additional Guidance

+ Enable systems to automatically notify (e.g.. by a computer-generated alert) security
teams or the systern administrator after a specific number of consecutive, unsuccessful
e, ® ° login attempts in a short time period (e.g., five failed attempts in under 2 minutes).
[ ] Ad d It I o n a I G u Id a n ce + Enable account lockout settings on applicable systems to prevent future login attempts
for the suspicious account for a minimum time or until the account is re-enabled by the
system administrator.
e Itis a good practice to ensure that the account lockout duration is set to 15 minutes (or
more) or to require a user with administrative privileges to unlock a user's account.
° . + Log and store the alert information for analysis. Use sound logging procedures - a log
[ ] I m p I e m e ntat I O n TI p S should capture event source, date, username, timestamp, source addresses,
destination addresses. and any other useful information that could assist in a forensic
investigation.

Implementation Tips

Depending on your version of Windows, you can use the Local Security Policy to restrict the

® Ad d it i o n a I Reso u rces number of login attempts. To access this feature, type “Local Security Policy” in the search

box in the Start menu and click on the Local Security Policy App. Once the menu pane
opens, click on “Account Policies” to adjust login attempts and lockout duration.

If your PWS utilizes a Microsoft Domain where many systems and user accounts are
connected to a single domain, these settings can be managed using Group Policy Objects

o L3 - - N N - -
* Estimate for Cost, Impact, and Complexity o L ior 1 e
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Cybersecurity 101 Webinar for Water Systems

This webinar reviews basic
cybersecurity topics including:

* Account security

* Device secu rity Cybersecurity 101 Training for
Water Systems Webinar

* Data security : |
Vijal Pancholi, EPA

* Training, and more.
GEPA | ezt

Link: https://www.youtube.com/watch?v=e2QDbgrojb0
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EPA Tabletop Exercise Tool for Utilities

* You can download the TTX tool here: SEPA

h'.tt ps ://WWW. e pa . gov/wate rre Si I i en cet ra i Tabletop Exercise Tool for Drinking Water and Wastewater Utilities
n|ng/develop-and-condug:t-water- o
resilience-tabletop-exercise-water-utilities

If you are interested in having a TTX in

EPA’s tabletop exercise (TTX) tool provides users with the resources to plan, conduct and evaluate tabletop exercises.
VO u r Sta te 2 p I e a S e co n ta Ct u S at Tabletop exercises practice, test and help improve emergency response plans and procedures. Use this tool to
W a t e rcv b e rt a @ e p a o gov develop customized, scenario-driven tabletop exercises for your utility.

Learn More

e United States Office of Water
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https://www.epa.gov/waterresiliencetraining/develop-and-conduct-water-resilience-tabletop-exercise-water-utilities
https://www.epa.gov/waterresiliencetraining/develop-and-conduct-water-resilience-tabletop-exercise-water-utilities
https://www.epa.gov/waterresiliencetraining/develop-and-conduct-water-resilience-tabletop-exercise-water-utilities
mailto:watercyberta@epa.gov
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Drinking Water State Revolving Fund

* Projects can include cybersecurity items such as:
» Sensors
» SCADA upgrade
 Cyber assessments
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Drinking Water System Infrastructure Resilience
and Sustainability Program
- Purpose: Infrastructure funding to underserved and small

(less than 10,000) or disadvantaged PWSs for the purpose of
protecting water sources from natural hazards

* Funding amount: $19,000,000
- Eligibility: PWSs in an area governed by an Indian Tribe, or

States on behalf of communities, which are underserved and
small or disadvantaged.

- Application period: Open Now

* Drinking Water Infrastructure Resilience and Sustainability Grant Information (epa.gov)

e United States Office of Water
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https://www.epa.gov/system/files/documents/2022-05/Drinking%20Water%20Infrastructure%20Resilience%20and%20Sustainability%20Grant%20Information.pdf

Midsize & Large Drinking Water System
Infrastructure Resilience & Sustainability Program

- Purpose: Protecting drinking water sources from natural
hhazards, extreme weather events, and cybersecurity
threats

- Funding amount: ~$5,000,000 +

- Eligibility: Public water systems serving more than
10,000 people

- Application period: Open for applications in 2024

e United States Office of Water
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Link to our Website

https://www.epa.gov/waterriskassessment/epa-
cybersecurity-best-practices-water-sector

OO
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